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The security driven
enterprise

¥her crime generaly refers

to criminal mctiviy con-

ducted wvia the intermet.

The sttacks can inchade

stealirg an argansation's
plain data or inkellectual property,
illegal online bank transfers, reating
and distributing vinises or werms on
otber computers, posting confidential
business information on the iotemet
ard disrupting & corporabe or couniry's
critical natiomal-intermational iofra-
struchire.

Every corporate, whether it is a
bamk »r 1T company, is vumerabl=
to thousands of cyber attacks that
occur daily acress all indusiries,
causing information theft, dismaption
to business operaions, loss o brand
cradibility snd serious Bnancial
loss. Through adions such as the
appeinbaeal ol a Chiel Talooo o
Sevuricy Oficer (C1300), the rallout of
an enierpriss secarity strategy, and
imvestments in technologies capable of
addrezsing sophisticated thress and
manapng complexr sscurity svents,
companies amre ahle to redice the
Bmancal impact ofcyber crime

The most costly oyber crimes ar=
thoss mus=d by web attacks, malicioas
code ind malicioas insiders which
accouat for mere than 90% of all
cyber Time costs =7 orgamistion on
an anmal basis. Cvber attscls can he
costly £ not resolved guickly. Detection
and r=owvery ar: the mosi costly
int=rmal activiti=s. On an anmalised
basis, d=tection and recovery combined
account for 46% of the total ioternal
activity cost, with abour repres=oting
the majority of there cosis.

"Every corporate,
whetheritis abank
or [T company, is
vulnerable to
thousands of cyber
attacks”

Detesctor and remwvery ooshs
from eyber attacles an ke mitigatsd
bty comtinuous employee trainicg,
kollowing glrbal best security practices.
Forey, under fecton{85) of Information
Technology (Amendmest) Act, 208,
India's cyber law also makes corporsts
respomsible T security 1=aks.

Some cyber crimes fazed imemaly
by enterprises are:

@ Dmta theft (cliemts, amployses, =)

by employes
& Theft of techmaolagy, desigrs,

formais, prosesses, source code efc.

€ Applying email forwarding rules
tosereitive accourts.

2 Data diddlog (changiag data
befor=it is emtered ints & systen).

& ndustrial sspionsgs, i2 spring
for competitors bygetting emop.oyed.

@ Jelaying video footages of
sensitive places ard techoologi=s.

& mplanting rojans.

@ Allowing coporate compubers to
act assomhbies.

& Deleting or destroyiag Live
information or badoaps etc.

Evesthough India bhas & cyber lanw of
its o, eveTy organisation should be
coneemed about cyber crimes happening
and hew much it will cost to mEmage
and contain them.

ou koow bow the police cootects
civiliaas inspit= ofthaviog various laws
and procechir=s in place -they ke help
of civiians, groups and infomers. 5o,
having a global sandard [T escurity
policy is not enongh. An ideal CI50
should guard IT Infmstracihre with
a law and enforcement mind=t. If we
squate Infoss Policy to & lar within
an crganisation, ta=n laws are meant
to b= broken' is a genetal philcsophy
with people. Polizy can b= enforeed
waly with phiysical will ol peopde
and Cl20,

There are stancard “hbest practices®
and the I'T Act 200 enyisaged “Secuarity
Practices" thart we chould be performing
to protect our [T [nfrastractares amd
nebveodes, and anr of these conld slsa
help amminst advamesd attacks. But the
issue dlways comes down to security
versus productiviy and functionality:
The= sad truth is that users almost
alway: end up having more poivileges
and mzs=ss than they need, makng them
an easier target. Farfewer threas would

affect rour ussts' systeros if they had to
prove the importance of a perticular
business need before thew weere al loveesd
tomcomss the web, [EESD
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